Abstract: Assessing the risk of complex systems to natural hazards is an important and challenging problem. In today's intricate socio-technological world, characterized by strong urbanization and technological trends, the connections, interdependencies and interactions between exposed elements are crucial. These complex relations call for a paradigm shift in collective risk assessments, from a reductionist approach to a holistic one. Most commonly, the risk of a system is estimated through a reductionist approach, based on the sum of the risk of its elements individually. In contrast, a 10 holistic approach considers the whole system as a unique entity of interconnected elements, where those connections are taken into account in order to more thoroughly assess risk. To support this paradigm shift, this paper proposes a new holistic approach to assess the risk in complex systems based on Graph Theory. The paper is organized in two parts: part I describes the proposed approach, and part II presents an application to a pilot study in Mexico City. The choice of Mexico City as the study case allows demonstrating the importance of modelling connections and interdependencies to 15 assess risk in a complex urban environment which, in this case, is characterized by increasing risk of urban flooding due to soil subsidence and the presumable failure of the drainage system. In the application, the complexity of Mexico City is depicted by modelling certain selected typologies of elements (i.e. population, fire stations, hospitals, fuel stations, schools and crossroads) and assuming certain rules of connection between them. The relevant graph properties are computed and interpreted from a natural hazard risk perspective, and a simple hazard scenario is then integrated in the 20 analysis. This study highlights both the potential and the relevance of the graph-based approach for natural hazard risk assessment.
Introduction
The increase in exposure in some areas of the globe due to population growth and fast urbanization (Albano et al., 2014) , the increase in frequency and intensity of extreme hazards events (e.g. floods, droughts, heat waves) due to climate change 25 (Lankao and Parsons, 2010) , and the increase of vulnerability due to a more complex and interconnected society make Nat. Hazards Earth Syst. Sci. Discuss., https://doi.org/10.5194/nhess-2018-278 Manuscript under review for journal Nat. Hazards Earth Syst. Sci. Discussion started: 9 October 2018 c Author(s) 2018. CC BY 4.0 License. set of data types and functions for the implementation of graph algorithms. The full library of functions adopted are available in Nepusz and Csard (2018) .
Graph analysis
The proposed approach addresses the whole exposed system and its single parts together. Using a medical analogy, illness in a single part of the body can affect the general health of the person. In order to treat the whole health of the person, one 120 needs to identify the parts that are the sources of the issue and address them. This well accepted concept was already explained in the writing of Plato: "I dare say that you have heard eminent physicians say to a patient who comes to them
with bad eyes, that they cannot cure his eyes by themselves, but that if his eyes are to be cured, his head must be treated; and then again they say that to think of curing the head alone, and not the rest of the body also, is the height of folly. And arguing in this way they apply their methods to the whole body, and try to treat and heal the whole and the part together." 125 (Plato, 1578).
Analysing the properties of the entire graph allows looking at the studied system as a unique entity that results from the connections and interactions between its parts. These global properties show how the whole system is vulnerable to an external perturbation, as for example a hazardous event that can affect part of it. In parallel, the approach also proposes to assess the properties of the single nodes of the graph in order to check which element, or set of elements (i.e. part), are 130 more critical for the entire system. For instance, as explained in part I, a hub is a node that provides services to many nodes in the graph. In case it is affected by a hazard event, its impacts on the system are relatively much larger than others.
The following paragraphs present the results from the graph analysis and show how the properties of whole system and the single elements are assessed, from both provider and receiver perspectives. This analysis provides valuable information that can be synergistically integrated in the traditional reductionist risk assessment approach in order to take 135 more informed decisions for a DRR strategy.
Whole system: how it is vulnerable to an external hazard?
The analysis in this section shows the structural properties of the whole network (i.e. network topology, arrangement of a network) and investigates how the network, as a unique entity, is vulnerable to a potential external perturbation (e.g.
hazardous event). 140
As anticipated in part I of the paper, there are two types of network, heterogeneous or homogeneous, depending if the degree distribution is respectively heavy tailed or not. Heterogeneous networks have few nodes with a high degree. In other words, they have few hubs that appear as outliers in the degree distribution and make it heavy tailed. This feature can represent a potential weakness of a system, because if one of the hubs is affected by an event, it will propagate the Nat. Hazards Earth Syst. Sci. Discuss., https://doi.org/10.5194/nhess-2018-278 Manuscript under review for journal Nat. Hazards Earth Syst. Sci. Discussion started: 9 October 2018 c Author(s) 2018. CC BY 4.0 License. impacts more extensively than other nodes. Note that this is not per se an indication of risk, which is a function of not 145 only the exposed system but also the hazard. However, it may be used to evaluate the vulnerability of the system as a whole, similarly to how single-site vulnerability analyses assess the potential impact of an event regardless of its actual likelihood.
There is an objective way to estimate if the degree distribution is heavy tailed by means of its statistical properties: a distribution is defined heavy tailed if its tail is not bounded by the exponential distribution. In order to verify if the degree 150 distribution of a network is heavy tailed, one can infer the Generalized Pareto Distribution (GPD) on the observation and analyse the shape parameter (Beirlant et al., 1999; Scarrott and Macdonald, 2012) (Scarrott and Macdonald, 2012) . The GPD has three parameters, in particular when the shape parameter is equal to zero, the tail of distribution is exponential.
Instead, if the shape parameter is greater than zero, the tail of the distribution if fatter than the exponential, and therefore the distribution is heavy tailed. However, in order to fit the GPD to the data, it is first necessary to select a threshold value 155 and consider only the exceeding values. There are different techniques to select the right threshold value (Coles, 2001) . Figure 3 shows the values of shape parameter (sp) for the degree-out distribution of the Mexico City network for different values of threshold in terms of data percentile. The shape parameter ε is positive for any value below 0.8; over that value, the degree distribution is meaningless because it is not representing the whole network anymore, but only the extreme values. For this reason, we can conclude that the degree-out distribution is heavy tailed. This confirms that the network 160 built for Mexico City is strongly non-homogeneous, with a few hubs (providers) that are linked to many elements As mentioned above, the degree distribution has a strong influence on network vulnerability after an external perturbation: heterogeneous graphs are more resistant to random failure, but they are also more vulnerable to intentional attack (Schwarte et al., 2002) . In the case of random failure, there is a low probability of removing a hub, but if an intentional attack hits the hub, the consequences for the network could be catastrophic due to the central role of the hubs. 165
The existence of a few elements that have a central role in the system is analysed in more detail in Figure 4 more homogeneously, it is necessary to intervene in many elements: some elements need to reduce their services and other need to increase. The less uniform distributions with higher skewness of the other providers (in particular Schools and Fuel Stations) show few elements with much higher degree-out compared to the other elements. For these specific typologies, it is prior necessary to intervene in reducing the service in those elements, in fact if an external perturbation 180 (e.g. hazard) will hit the elements with very high degree-out the impact in the network will be much higher.
A decision maker that would like to better plan the distribution of services will look for constant CDFs, i.e. all elements of each typology have degree-out values close to a constant value. In principle, a constant CDF reflects a better strategic localization of the providers that homogeneously distribute the resources on the territory. However, as mentioned above, in order to assess risk and realize a proper DRR strategy, this information needs to be integrated and overlapped with 185 hazard data (e.g. intensity, extension, probability of occurrence).
Single element vulnerability: which receivers tend to be more isolated in the system?
As described in part I of the paper, the vulnerability of a node in the system is the aptitude to remain isolated from the whole system when the graph is perturbed. The tendency to observe isolated parts is here analysed by the closeness property. Closeness centrality measures the mean distance from a vertex to other vertices, which it is a shortest path 190 through a network between two vertices (Ghoshal, 2009 ). Figure 5 shows the geographical distribution values of closeness-in values of the Blocks.
In accordance to the model conceptualization, the Blocks increase their distance to the network if the nodes that provide services to them are not connected between each other. As an example, if a School and a Hospital provide services to a Block, the closeness-in of this Block will be higher if the School and the Hospital receive the transportation service from 195 same Crossroad and this one is also serving the Block. In this specific case, where the nodes are more interconnected, the distance between the Block node and the whole network is lower, and by definition its closeness-in is higher. Figure 5 shows that the region with the majority of Blocks with the highest values of closeness-in is in the southeast part of MCFD. This area is the part of the city that is surrounded by few providers, which are the major hubs as illustrated in the next paragraph in Figure 8 . The presence of few providers forces them to exchange services between themselves and 200 to serve all the receivers of the area, meaning that the Blocks have a lower distance to the providers and can therefore be more vulnerable.
Cascade effects: which providers are more important to the system?
The analysis of the topological structure of the network can assess the nodes from two main points of views: 1) providers, elements that provide services and 2) receivers, elements that receive services. Regarding the providers, it is relevant to 205
Nat explore how some providers compare to others in terms of relevance to the system, according to their connections with the receivers. In particular, we propose a comparison between providers through the analysis of two properties: hub analysis of all nodes that provide service to the population, and betweenness analysis of the Crossroads.
Providers: role of hubs
In directed graphs, it is important to explore if some nodes are more important for network function than others. The 210 importance of a node, within the purpose of providers that deliver a service, is closely connected with the concept of topological centrality: the capacity of a node to influence, or be influenced by, other nodes by virtue of its connectivity.
In Graph Theory, the influence of a node in a network can be provided by the eigenvector centrality, of which the hub and authority measures are a natural generalization (Koenig and Battiston, 2009) . A node with high hub value points to many nodes, while a node with high authority value is linked by many different hubs. 215
The hub analysis considers all the elements in the graph that provide services; for this reason, Blocks are excluded from The CDFs shown in Figure 6 reveal the presence of outliers that are even more evident in Figure 7 , which shows the boxplots of each typology. The outliers of hub values are important because they show which are the elements in the graph that, in case of potential failure, can have a large impact on the network, for instance due to their role as major 225 hubs. One Hospital has the highest hub value, which by definition is equal to 1, immediately followed by a Crossroad with value around 0.85, and a few Schools, Fuel Stations and Fire Stations have hub values around 0.5. The ranking of elements according to their hub values can be a very useful information to prioritize intervention actions and maximize the mitigation effects for the whole network. In fact, the hub value allow to assess the single element as a part of the whole, and its ranking shows which element is more important, having more influence on the whole network. If an external 230 perturbation hit an element with very high hub value, the cascading effects on the network is more significant due to its central role in the system. For this reason, implementing a mitigation measure to the element with the higher hub value guarantees to have the higher impact on the whole network.
The hub outliers in Figure 7 are associated to the elements of the network that are geographically located mainly in the southeast part of Mexico City; as shown in Figure 8 , the biggest icons are in this part of the city. Based on the available 235 Nat. Hazards Earth Syst. Sci. Discuss., https://doi.org/10.5194/nhess-2018-278 Manuscript under review for journal Nat. Hazards Earth Syst. Sci. Discussion started: 9 October 2018 c Author(s) 2018. CC BY 4.0 License. data, the density of elements that provide services in southeast part is much lower compared to the other areas of the city; as such, the few providers existing in this part become important hubs for the whole system. This part of the city has few providers that are central hubs of the city and Blocks with very high closeness. Together, these two aspects underline the need for additional providers in this area. This would reduce the respective number of receivers, decreasing the hub values of providers and reducing the number of Blocks depending on each of them. 240
Crossroads: betweenness analysis
As described in part I of the paper, a network that has nodes with high betweenness values has higher tendency to be fragmented because it has a strong aptitude to generate isolated sub-networks. In this case study, the transportation is the only service that allow to analysis the betweenness values of the nodes. In fact, vehicles (e.g. fire truck or family car) need to pass through Crossroads to go from point A to point B (e.g Fire trucks from Fire Station to an incident place, or 245 family car from house to school). The betweenness analysis presented here shows the number of shortest paths between pairs of nodes that pass through the selected Crossroads. As mentioned previously, the few Crossroads considered in this pilot study are not intended to reproduce the very complex road network of Mexico City, but to present some highlights of the betweenness property. Figure 9 shows the Crossroads adopted in the analysis, where the dimension of the icons is proportional to the value of 250 betweenness. It can be observed that the Crossroads in the ring road around the city centre have higher values of betweenness, which is due to the fact that they connect the very large suburb areas and the city centre. In particular, the Crossroads in the south have the highest values, because the number of nodes in the south is greater than that in the north of the city. Instead, the Crossroads in the city centre connect mostly the nodes that are inside the ring road, and for this reason they have lower values of betweenness. 255
The betweenness value shows which Crossroad is more central, or more important and influent in the network, based on shortest paths between the nodes. As an example, in case a Crossroad is flooded, it will reduce or completely interrupt its transportation service. A Crossroad with higher betweenness will influence a higher number of nodes, and as such, if its functionality is affected, this will have a higher impact on the network compared to a Crossroad with lower betweenness.
Exposure: which receivers have higher centrality in the system? 260
Regarding the analysis from the receivers' point of view, we explore how the system privileges some receivers compared with others according to their connections with the providers. In particular, we propose a comparison between receivers through the authority analysis.
We first compare the different typologies of elements. The CDFs of the authority values, plotted in Figure 10 , show that providers have somewhat similar distributions, while they are very different from the CDF of Blocks, which are the only 265 Nat. Hazards Earth Syst. Sci. Discuss., https://doi.org/10.5194/nhess-2018-278 Manuscript under review for journal Nat. Hazards Earth Syst. Sci. Discussion started: 9 October 2018 c Author(s) 2018. CC BY 4.0 License. node typology that only receives services and does not provide any. In particular, approximately 50% of Schools, Fire Stations, Hospitals and Crossroads have authority values close to zero and the remaining 50% of elements distributed between zero and 0.4. Instead, the population has a distribution closer to the uniform, with authority values that span between zero and one. In this plot, the Crossroads are not reported, as they do not receive any service and therefore have authority values equal to zero. This main difference between Blocks and the rest of the node typologies is confirmed by 270 the skewness coefficients and standard deviations of the authority value distributions: the Blocks distribution has the lowest skewness and highest standard deviation in respect to all the other typologies.
Both Figure 10 and Figure 11 show that the authority of the nodes tend to be clustered around certain values, presenting discontinuities between them. This results from the fact that all Blocks receive exactly five services from five providers (i.e. degree-in=5), and as such have the same values of authority when they receive services from the same provider 275 nodes. Nodes with similar authority values should therefore be geographically located close to one another. This is confirmed in Figure 12 , where the Blocks are represented in space and coloured according to their authority values. authority. In fact, this part of the city has the highest density of providers, which decreases the number of receivers for each provider, and consequently their hub values. Note that this aspect likely results from the assumption of not considering redundancy, meaning that each node can only receive a certain service from its nearest provider. Otherwise, if redundancy was considered, the Blocks in the city centre would receive the same service from many different providers due to the higher density of such nodes. 285
According to these results, the blocks with higher authority are the ones that depend on the services from the providers with higher values of hubs. For this reason, if a hazardous event hits the Blocks in the southeast part of the city, this will impact the whole system more heavily, because there will be more requests to the same few hubs. Such hubs, which are potentially more overburdened in an ordinary situation due to the high number of services they provide, can put in crisis a considerable part of the network after an external perturbation. 290
Preliminary analysis of the impacts of a flood scenario
The traditional reductionist approach usually analyses and estimates the impacts of a flood scenario only in the area directly affected. Also, the estimation of the risk is the result of the hazard, vulnerability and exposure characteristics of each single element inside the flooded area considered independently. In this section, we propose a preliminary analysis of a flood scenario in the case of Mexico City according to the proposed graph-based approach. The purpose is to showits potentiality to highlight the impacts on the indirect consequences over the whole system, even outside the flooded area, based on the graph built for this specific study.
The hazard scenario adopted is based on the development of a simplified model that explicitly integrates the drainage system and the surface runoff for the estimation of flood area extension for different return periods, under the condition of possible failure of the pumping system in the drainage system (Arosio et al., 2018) . The hydrological and hydraulicsubsequently be integrated into collective risk assessments. This requires that vulnerability functions are associated to such connections. This aspect is outside the scope of the present paper.
Final considerations 330
The pilot study presented in this part II of the paper implements a new approach for assessing the risk of complex systems based on Graph Theory. This study aims to demonstrate the feasibility and usefulness of the approach through its application to the case of urban flooding in Mexico City.
In this application, the complexity of Mexico City is depicted by modelling certain selected typologies of elements of the urban system and assuming simplified rules of connection between them. However, the flexibility of our approach allows 335 for a graph to be designed with any intended level of detail, depending on the purpose of each specific application and the availability of data. For instance, if a more comprehensive characterization of the road network was required, the graph could be expanded to include additional elements other than the major Crossroads. Another example regards the rules of connections adopted in this study, which do not allow for redundancy, as each node is considered to receive its services from the nearest provider only. A more detailed graph could include, for example, influencing areas for each 340 service, which would allow considering multiple providers for some of them, provided that the required data were available.
We have adopted a simple flood scenario to illustrate how some of the measures of a graph can be used in the context of natural hazard risk assessment. However, within our framework, additional potentially relevant information can be obtained. For example, here we have presented the results of the structural analysis of the graph without looking into 345 functional properties such as the percolation threshold, which characterizes the resilience of a network and can therefore provide valuable information for practical applications. Another possible extension consists in studying how the network evolves with time following external perturbations. More specifically, by modelling how a hazardous event impacts the capacity of affected nodes to provide their services, it would then be possible to assess indirect consequences that may arise in other nodes downstream, and on the network as a whole. Aspects such as these will be explored in further research 350 work.
We believe that this study, despite consisting in a first application where certain simplifications were adopted, unequivocally shows the potential of the graph-based approach for natural hazard risk assessment. We have illustrated how the analysis of certain key measures of the graph can be used to characterize a system beyond its individual elements, by accounting for the interdependencies and connections between them. We then preliminarily show how such 355 information can be used in the context of a hazard scenario, to assess not only direct physical impacts, but also potential indirect consequences. The latter are often more relevant than the former both from the financial and the societal point of Nat. Hazards Earth Syst. Sci. Discuss., https://doi.org/10.5194/nhess-2018-278 Manuscript under review for journal Nat. Hazards Earth Syst. Sci. Discussion started: 9 October 2018 c Author(s) 2018. CC BY 4.0 License. Nat. Hazards Earth Syst. Sci. Discuss., https://doi.org/10.5194/nhess-2018-278 Manuscript under review for journal Nat. Hazards Earth Syst. Sci. Discussion started: 9 October 2018 c Author(s) 2018. CC BY 4.0 License.
